EAF REGISTRATION FORM — CYBER SECURITY CONFERENCE

Non Members: $150/ participant

(Registration fee includes breakfast & lunch)

EAF Members: $125/ participant

Fee:

1
2.

Name & Title:

Company:
Address:

Phone:

0 MasterCard [ Visa

1 American Express

[J Check enclosed payable to Employers Association of Florida, Inc.

I Charge to credit card:

METHOD OF PAYMENT:

/

Card number:

Expiration Date:

Cardholder’s Name:

Phone:

Signature:

Email:;

Who is The Sylint Group ?

Background:

e NSA, CIA, FBI, Law Enforcement

e Worked both within the US and
International arenas

What does The Sylint Group do ?

e Cyber Security ~ Includes Physical
Security

e Industrial Counter Espionage

e Conduct Security Audits

e Assist in Hiring/Firing of IT Staff

e Forensic Support of Legal Action

e System Installation Validation

e Software Validation & Verification

Tuesday, June 8, 2004
Hilton Orlando
350 S. North Lake Blvd.
Altamonte Springs
407/830-1985
8:30 a.m. — 9:00 a.m. - Registration
9:00 a.m. — 4:30 p.m. Program
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hours.

This program, has been

Cancellation & "No Show" Policy: Substitutions
may be made at any time. If you must cancel, please
call us to free up the space for another attendee. A
full refund will be made if the cancellation is received
four or more business days prior to the program.
After this time, those who cancel with at least 24
hours notice will receive a full nonrefundable credit.
Registrants who do not cancel with 24 hours notice
and who do not attend are liable for the entire fee.

SPEAKERS

John Jorgensen ~ President of The Sylint
Group, a Cyber Security firm specializing in
Cyber Security Analysis and Implementation
with clients ranging form multi-national $2B /
year revenue companies to small offices. Mr.
Jorgensen was formerly with the National
Security Agency and Director of International
Electronic Warfare for a major defense
contractor.

Serge Jorgensen ~ Vice President of
Technology for The Sylint Group. Mr.
Jorgensen is responsible for designing and
implementing complex network systems with
cascaded security levels to prevent interior and
exterior compromise of information systems.

Roberto Capodieci ~ Director of International
Cyber Security for The Sylint Group. Mr.
Capodieci has worked extensively with Italian
Law Enforcement and the U.S. FBI to include
undercover operations and is noted
internationally for his technical expertise.

Ron Simpson ~ Director of Cyber Security
Management for The Sylint Group. Mr.
Simpson was formerly with the Central
Intelligence Agency with extensive computer
and system security experience in the United
States and International deployment.

A.J. Gilman ~ Special Agent, FBI Tampa
Division, Computer Crime Unit. Mr. Gilman is
the official FBI representative to Infragard for
the Tampa Division which has Federal
Jurisdiction over the Middle District of Florida
covering Orlando to the east and Naples to the
south.
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Hilton Orlando
350 S. North Lake Bivd.
Altamonte Springs
407/830-1985
Registration: 8:30 a.m. to 9:00 a.m.

Presentation: 9:00 a.m. to 4:30 p.m.

PRESENTED BY

ENDORSED BY

THE EMPLOYERS
ASSOCIATION OF
FLORIDA, INC.

Bouchard Insurance




WHAT IS CYBER CRIME ?

e Destructive acts

e Misuse of company assets

o Theft of client, personal, financial, or
medical information

HOW IS CYBER CRIME
CONDUCTED?

e Communications links

e Electronic assisted capture

e Network penetration

e Computer to computer penetration
e Computer theft

¢ Public wireless access points

e Human engineering

e WWW

CYBER CRIME IS
INTERNATIONAL

e Crime without borders

« Difficult to trace
e More difficult to prosecute
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CONFERENCE AGENDA

Case Studies

~

How to Recognize your Weak Link
Employee

What is Cyber Security

~

Terminology you can impress your IT staff

with

The Vulnerability / Threat
&
Probability / Impact Matrices

~

Or, Where & When do I spend my money ?

FBI & The Infragard
(no, it’s not misspelled)

The Cyber Security Insurance Claim

~

Was it negligence ?

International Cyber Crime & Your
Company, The Target

Selecting, Hiring and Firing
IT Staff

Methods, Policies & Procedures

~

Business Continuity
&
Incidence Response

SHOULD YOU WORRY
ABOUT INDUSTRIAL
ESPIONAGE AND CYBER

CRIME?

e The Cyber Crime threat for today’s
business ~ nobody is safe

¢ 70% of Cyber Attacks/Incidents are
internal (that means they were on the
inside of a firewall) (FBI/CSI)

e Florida is the 2™ highest ranking state
for Computer Crime (FBI-2002)

e Reported Cyber Attacks went from
3,734 in 1998 to 82,094 in 2002
(Carnegie Mellon CERT)

® 90% of Cyber Attacks could have been
avoided by known methods (Gartner
Group)

e Identity theft has increased by 35% in
the past two years (Carnegie Mellon
CERT)

e Theft of trade secrets has increased by
100% (to $6.6 million) annually in the
past 2 years (CSI survey)

¢ The key element in protecting yourself
~ the one who holds the keys

e One cyber attack can put you out of
business
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